
Finch, E. (2003). "What a tangled web wfeweave: Identity theft and the Internet." InY.
Jewkes (ed.), Dot.cons: Crime, deviance, and identity on the Internet, (pp. 86-104).
Collompton, England: Willan.
©Emily Finch 2003, Reprinted with permission from Willan Publishing.

Willan Publishing
c/o International Specialized Book Services
920 NE 58th Street, Suite 300
Portland, OR 97213-3786, USA
Tel: 503 287 3903; Fax: 503 280 8832
e-mail: orders@isbs.com; website: www.isbs.com

Chapter 6

What a tangled web we weave:
identity theft and the Internet

Emily Finch

Introduction

Following the news of the Paddington rail crash in October 1999, Lee
Simm reported his flatmate, Karl Hackett, missing. According to Simm,
Hackett had been due to return from a trip to Cheltenham on the train
that crashed. No trace of Hackett's body was found and his family, from
whom he had been estranged for more than ten years, were notified and
attended a memorial service at the site of the crash. It later transpired that
Hackett had not been killed in the train crash; he had not even been on the
train. However, it was discovered that his flatmate, Simm, who reported
Hackett missing, had been dead for 15 years, hi order to escape his
criminal record, Hackett adopted Simm's identity after his friend com-
mitted suicide. Hackett went on to live a blameless life using Simm's
name and other personal details and would probably have remained
undetected had he not decided to 'kill off' his former self in the rail crash
(The Sunday Times 2000:14).

Such a wholesale and enduring absorption of another's persona pro-
vides a relatively uncommon example of identity theft. The Hackett/
Simm case is unusual in that identity theft typically involves a partial and
transient adoption of another's identity undertaken in order to facilitate
criminal activity. Identity theft spans a wide spectrum of conduct that
covers varying degrees of fraudulent behaviour. This chapter will begin
with a consideration of the nature of identity, focusing on the disparity
between individual, social and legal constructions of identity, and
explore what it means for a person's identity to be stolen. Having out-
lined the various manifestations of identity theft, the chapter will go on to
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consider factors that have contributed to the growth of identity theft in
recent years, with particular reference to the contribution of the Internet.
The chapter will conclude by considering two means by which identity
theft may be tackled; first, by technological advances that make the
misuse of another's identity more difficult and, secondly, by the creation
of a specific criminal offence to encompass conduct that has come to be
known as identity theft.

Identity and identifiability

It is necessary to determine at the outset what is meant by 'identity'. From
simplistic origins, identity has evolved into a complex and multifaceted
concept that plays a central role in delineating the parameters of, inter
alia, ethnicity, nationality and citizenship, thus generating an immense
amount of debate across various disciplines (Gleason 1983; Williams
2001; Bendle 2002). In relation to identity theft, the concern is with
identity as a means of ascertaining individuality and establishing person-
hood rather than as a basis for establishing collective identity or group
membership. Even within this narrower sphere, there are competing
constructions of identity that jostle for supremacy (Perry 1975; Sider
2001). For the purpose of this discussion, a relatively straightforward
tripartite categorisation of identity can be adopted based upon the
categorisation used by Goffman, albeit using different terminology:
individual identity, social identity and legal identity (Goffman 1963).

Individual identity can be seen as the sense of self that is based upon
the internalisation of all that is known about oneself. For Goffman, the
key characteristics of what he termed - after Freud - 'id' (or felt) identity
are subjectivity and reflexivity. Hence individual identity is more than
simply self-perception; rather, it is the subjective construction of the self
that is modified by reflections on the views of others and the individual's
interactions in the social world. As such, individual identity is not a static
construction but one that is constantly evolving and readjusting in line
with the individual's life experience. Although individuals do not
remain the same, they retain a sense of sameness throughout their lives
that is based, according to Locke's (1690) Essay Concerning Human
Understanding, on the sense of continuity that arises from being able to
remember being other than one is at present (in other words, unlike other
animals, human beings possess a unique sense of themselves in the past
as children or even babies, and can also project forward to envisage
themselves in old age; they also understand that they are mortal).
Individual identity can be encapsulated as being 'what most of us think of
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when we think of the deepest and most enduring features of our unique
selves that constitute who we believe ourselves to be' (Williams 2001: 7).

To a certain extent, there is a symbiotic relationship between
individual and social identity in that social identity is contingent upon
the way in which individuals present themselves while individual
identity can be influenced by the way in which an individual is received
in society. For Goffman, social identity is based upon the categorisation of
an individual to determine the acceptability of the membership of certain
social groups. It is concerned with attributes of an individual that may be
intrinsic but are not necessarily so. If individual identity is concerned
with the question of 'who am I', then social identity is concerned with the
question 'what is the nature of this person'. Having qualified for member-
ship of a particular group, certain other characteristics may be ascribed to
the individual by virtue of membership regardless of whether or not they
are actually possessed by the individual. Social and individual identity
will necessarily differ from each other for various reasons, not the least of
which is that the internal and external views of the individual are based
upon different information. Although both individual and social identity
may be affected by identity theft, neither can be stolen. It is the third
category of identity - legal identity - that has the potential to be adopted
and abused by others; hence it is at the heart of concerns about identity
theft.

By way of contrast to the other categories of identity, legal identity
tends to be largely fixed and immutable. Goffman describes legal identity
in terms of a set of characteristics that are unique to the individual thus
providing a way in which one person can be differentiated from another.
Similarly, the preoccupation of the law is to 'impose durable identities'
(Torpey 2000: 166) in order to ensure that two inter-related questions -
'who is this person?' and 'is this the same person?' - can be answered.
Therefore, it is clear that the legal construction of identity gives primacy
to factual information regarding an individual; information that is largely
unalterable. For example, birth certification is generally viewed as the
foundation of legal identity as it records key pieces of information unique
to the individual such as his or her sex, date and place of birth and details
of his or her parents. Despite strenuous opposition, the English courts
have steadfastly maintained that a birth certificate is a historical record of
fact that cannot be amended retrospectively at the behest of the
individual to whom it relates (Cossey v. United Kingdom [1991] 2 FLR 492;
Sheffield v. United Kingdom [1998] 2 FLR 928). This illustrates the degree of
permanence attached to legal identity and makes it clear that when legal
and individual identity conflict, it is legal identity that prevails. As an
individual progresses through life, the information on his or her birth
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certificate is supplemented by further details, thus contributing to the
cumulative mass of facts that constructs the composite legal person. This
is described by Foucault as a process that 'places individuals in a field of
surveillance [and also] situates them in a network of writing; it engages
them in a whole mass of documents that capture and fix them' (Foucault
1979:189).

Foucault's reference to an individual being captured within a network
of documents is particularly apt as it suggests that once an individual is
enmeshed within this documentary web, it is virtually impossible for him
or her to escape. As such, legal identity is more concerned with
identifiability rather than identity as it seeks to make the link between a
collection of facts and the person to whom they relate. The permanence of
legal identity can lead to difficulties where there is significant conflict
with individual identity. The clash of two polarised constructions of the
identity of the same person can ultimately lead to identity theft if the
individual concerned is desperate to escape from some unwanted aspect
of his or her legal identity. This was the situation in the Hackett/Simm
case where a new identity was adopted in order to escape the
implications of an unalterable aspect of the legal identity - a criminal
record. However, there are various manifestations of identity theft
involving differing levels of absorption of another's identity and
numerous motivations for engaging in this conduct. Having explored the
nature of identity, the discussion that follows will consider what it means
for identity to be stolen and examine the range of situations in which
identity theft may occur.

A typology of identity theft

The previous discussion has established that there are different facets of
identity that are constructed according to whether a person is viewed
from an individual, social or legal perspective; hence it could be said that
everyone is simultaneously endowed with three distinct identities.
However, not all these identities are capable of forming the subject matter
of identity theft. Legal identity differs as, although it lacks a tangible
physical presence in the same way as other types of identity, it can be
made manifest by the production of documents or the possession of
knowledge that substantiates the claim to be the person in question. The
tangible 'thing' that is 'stolen' is the personhood of another as manifested
by the assertion to be that person, which may or may not be supported by
documentary or other evidence. As such, it involves the misuse of
information that is specific to an individual in order to convince others
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that the impostor is the individual, effectively passing oneself off as
someone else.

This broad definition encompasses two distinct types of identity theft
that can be differentiated on the basis of three inter-related factors:
duration, level of immersion and motivation. The duration of identity
theft ranges from a single incident lasting only a few minutes to the
lifelong use of another's personal information - effectively, living life as
the victim. Duration is often associated with the level of immersion as
long-term identity theft characteristically involves a greater penetration
into the victim's personal details than a one-off incident or a short-term
impersonation. The level of immersion refers to the depth with which the
impostor delves into the victim's life and to the range and extent of the
personal details that are misappropriated. Identity theft can result from
the possession of the most basic details about an individual, such as name
and date of birth, to more complex cases involving a deeper level of
immersion whereby the impostor researches the victim to ascertain a
range of personal and financial details, such as employment history,
education and bank account details in order to masquerade successfully
as the victim. Whatever the level of immersion, all these personal
identifiers can be found on the Internet, as we will see shortly.

A combination of duration and level of immersion provides a possible
basis for establishing a twofold categorisation of identity theft. A
permanent adoption of all the details of the victim could be classified as
total identity theft while the temporary use of some of the victim's
personal details could be more appropriately termed partial identity
theft. However, a more useful categorisation is suggested by con-
sideration of a third factor, which is motivation of the impostor. Typically,
partial identity theft involves the transient adoption of the victim's
identity to the extent that is necessary to facilitate the commission of a
criminal offence. This is epitomised by the approach taken to identity
theft in the USA where the Identity Theft and Assumption Deterrence Act
1998 makes it an offence to 'knowingly transfer or use, without lawful
authority, a means of identification of another person with the intent to
commit, or aid and abet, any unlawful activity' (18 USC 1028 (a) (7) as
amended by the Identity Theft and Assumption Deterrence Act 1998).

This approach clearly limits the parameters of identity theft to the
deliberate abuse of another's personal information in order to commit a
criminal offence. Certainly, this would appear to be the most prevalent
form of identity theft as it accounts for the vast majority of partial identity
theft and a significant proportion of cases of total identity theft. The
paradigm example of partial identity theft involves the temporary
assumption of another's identity in order to gain access to goods and
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services in the victim's name; an offence that has been inflated by the
growth of online shopping. In this way, the impostor gains the benefits of
the transactions while the cost is attributed to the victim. Other examples
of partial identity theft involve the impersonation of the victim in order to
engage in criminal activity that does not give rise to a direct financial
detriment to the victim. Examples of this include the motorist who
obtained another driver's licence in order to continue to drive in defiance
of a period of disqualification and the shoplifter who used various aliases
when she was arrested, ultimately accumulating convictions in over 20
different names (Newman 1999).

The desire to engage in criminal activities may also be the motivation
for total identity theft. By adopting a different identity, the offender
increases his or her chances of avoiding detection by ensuring that his or
her acts are attributed to someone other than him or herself. Even if the
victim is able to establish that he or she has been impersonated, this
generally leave the authorities with few clues to point them in the
direction of the real perpetrator. For example, Terry Rogan was arrested
and detained for robbery and murder on five occasions before the police
were able to locate and identify the person who had committed these
crimes using Rogan's identity (Rogan v. City of Los Angeles 668 F Supp 1384
CD Cal 1987). Cases in which the usurpation of another's identity (in
whole or in part) is motivated by the desire to engage in unlawful
activities in the victim's name can be termed 'criminal identity theft'.

The motivation for total identity theft is often more complicated than a
straightforward determination to avoid the consequences of partici-
pation in criminal activity or to facilitate fraudulent behaviour (Marx
2001). Total identity theft provides a way in which an individual can
escape from a life that has gone wrong and obtain an opportunity to make
a fresh start (Newman 1999). This urge to reinvent oneself may derive
from a general sense of dissatisfaction with one's own identity or be a
way to escape from some particularly problematic aspect of life such as
debt or a traumatic relationship. Identity theft provides both a practical
and symbolic respite from a life that has gone wrong by enabling the
individual to escape the problem and to acquire a legal identity that is in
accord with his or her perceived or desired individual identity. For
example, Karl Hackett no longer regarded himself as a criminal having
reached a decision to lead an honest life but he was unable to escape his
background due to the provisions of the Rehabilitation of Offenders Act
1974. For that reason, he resorted to identity theft and adopted an
identity that was in accord with his view of himself as a non-criminal.
Cases such as this in which the overwhelming motivation of the impostor
is to establish a new identity in order to avoid any further association
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with some aspect of his legal identity can be termed 'escape identity
theft'.

The extent to which individuals will go in order to purge themselves of
undesired attributes of their legal identity demonstrates the pressure that
can be created when a conflict occurs between individual and legal
identity. This is exacerbated by the increased range of situations in
which people are required to provide various forms of identification in
order to access services that often bear no relation to the information that
is demanded (Westin and Baker 1972). According to Clarke (1994), this
'information richness' has become an imperative in late modern society
and individuals who decline to provide the information are presumed to
have 'something to hide'. This can have an exclusionary, stigmatising
impact as individuals sometimes feel compelled to avoid seeking access
to services that require the disclosure of what might be deemed
'unfavourable' personal information. For example, Marx (2001: 323) con-
cludes that individuals may now feel a need to lie about facets of their
lives that in the past were unseen, overlooked or forgotten. The
tightening of the information net generates structural pressures to
fabricate personal information.

The tightening of the information net

As there appears to be consensus among writers that burgeoning
demands for identification have contributed to the increase in identity
theft, it is important to examine the genealogy of the state's obsession
with recording information about its citizens. Historically, people tended
to live in small, self-contained and relatively static communities in which
one's character was a matter of public knowledge and identification was
automatic. The localisation of assistance for the poor was a disincentive to
mobility for many and an itinerant criminal population was not viewed
as problematic as punishment was largely immediate and corporeal.
Records were kept locally but the lack of a fast and efficient com-
munications system meant that it was not practically possible to share
information with other localities. It was accepted that offenders tended to
leave prison, change their names and move to another area, presumably
to continue offending. Methods were developed that enabled the
authorities to 'fix' individuals with an identity, such as anthropometry
(that is, measurements of the body, skull, etc.) and photography, but these
were not wholly reliable, and storage and distribution of the information
remained an impediment to effective enforcement (Torpey 2000: 19).
These developments were paralleled by a trend towards removing the
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control of information from local institutions, for example, the
centralisation of record-keeping introduced by the Births and Deaths
Registration Act 1837 and the abolition of the Speenhamland system by
the Poor Law Amendment Act 1834 that removed the administration of
poor relief from local parishes. This move towards centralised adminis-
tration was furthered by the creation of measures that contributed
towards the evolution of the welfare state, such the introduction of
compulsory education, pensions, welfare benefits and free health care.
The greater involvement of the state in the lives of the populace led to a
more unified and referable system of information that played a
significant role in increasing the identifiability of individuals.

An inevitable corollary of this was a growth in the range of situations
in which individuals were required to identify themselves in order to
establish their entitlement to these various services and benefits. Greater
mobility of workers led to rapidly fluctuating community membership
which also increased the need for identification as did the expansion of
licensing and administration by the authorities. These factors combined
to create an ethos of identifiability in which it was commonplace to be
required to identify oneself and where an inability or reluctance to do so
was increasingly viewed with suspicion (Clarke 1994). As identification
became the key with which to access a range of services and benefits, the
adoption of fraudulent identity in order to access that to which one was
not entitled increased, particularly as organisations rarely looked beyond
the documents presented to ascertain their validity. The piecemeal
development of the record-keeping system, in particular the absence of
effective cross-referencing, meant that there were inadequate safeguards
in place to prevent fraud. The growth of fraud put increased pressure on
the state to introduce a means of controlling access to benefits that
precluded fraudulent claimants, which effectively required the evolution
of even more stringent means of establishing legal identity. This in turn
made it harder for those with 'spoiled' identities (Goffman 1963) to hide
the unfavourable aspects of their identities, hence creating a greater level
of exclusion and generating pressure to fabricate a more acceptable self.

Identity theft and the Internet

The incremental growth of the requirement of identifiability un-
doubtedly contributed towards the escalation in identity theft as some
sought to engage in fraudulent behaviour and others saw the theft as the
only way to 'escape' their own identity. However, this alone cannot
account for the massive upsurge in identity theft that occurred towards
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the latter part of the twentieth century, and led the Federal Trade
Commission (2000: 5) to label identity theft as 'the fastest growing crime
of our time'. As information about the victim is the lifeblood of identity
theft, the increased ease with which information can be accessed on the
Internet could provide an explanation for the increase in identity theft.

As has been discussed, the 'tightening of the identity net' has led to a
situation whereby individuals who are unhappy with an aspect of their
legal identity may face a stark choice between disclosure of sensitive, and
potentially prejudicial, information or exclusion from the many activities
that require identifiability. According to Gary Marx (2001: 323), with
contemporary forms of data collection, storage and retrieval, 'elements of
the past that tended to be forgotten are now preserved. For better or
worse elements of the individual's past cease to be past and instead are
passed on'. However, the desire to create a new and unblemished identity
would not contribute to the growth of identity theft to such a significant
degree if it were not for the relative ease with which the knowledge that
forms the foundations of identity can be acquired. In this respect, 'escape'
identity theft and 'criminal' identity theft share common ground.
Whether the impostor is in search of a new identity in order to escape
from his or her own life, to commit criminal offences with impunity, to
defraud a victim or even as a means of causing harassment to a victim, it
has become a relatively straightforward matter to obtain the information
that is needed effectively to adopt the identity of another (Newman 1999).

The Internet provides unparalleled opportunities for those seeking a
new identity to access the necessary information. One of the anomalies of
Internet use is that although 'it is much more difficult to verify identity
and sincerity online...many users appear to be more trusting of those met
online than those they encounter in person' (Rowland 1998: un-
paginated). This leads Internet users to be far less security-minded in
relation to their personal information when they are online than they are
in 'real life' situations. Certainly, there is evidence to suggest that many
Internet users are cautious about the safety of Internet transactions that
require them to provide their debit or credit card details but there
appears to be an almost reckless disregard for basic security precautions
in relation to publication of any other personal information on the
Internet. Detailed information regarding individuals may be available on
personal or workplace websites as well as via professional organisations
of which the individual is a member. In addition to this, information may
be posted about individuals by third parties for a range of reasons and
many organisations include searchable databases on their websites that
may yield valuable information about potential victims. Information has
become a valuable commodity and some websites exist solely for the
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purpose of trading in personal information. This situation is more
advanced in the USA where information brokers will provide data about
an individual's medical records, bank details, credit rating, criminal
record, driving licence and vehicle registration documents for a small fee.
In short, everything that the impostor needs to select a victim and
misappropriate his or her identity is readily available on the Internet
(Newman 1999).

Not only is the information-gathering process facilitated by the
Internet but the task of selecting a profitable target with a good credit
rating and a high income is made easier due to the availability of such
wide-ranging personal information. The speed and accuracy of Internet
search engines ensure that all references to a particular individual can be
accumulated in a matter of seconds, hence accelerating the selection
process. It is clear that the Internet provides virtually instantaneous
access to the sort of information that would not otherwise be available
without conducting a meticulous search into the victim's background.
Although it has always been possible to access much of this personal
information, it tended to involve visiting various organisations and
conducting time-consuming manual searches to obtain just a fragment of
information about an individual. The process of researching potential
victims and accumulating all the necessary information to adopt their
identity was a long and painstaking process that would previously have
taken weeks or months. This information is now only a few keystrokes
away and can be accessed easily from the impostor's home or office. As
the Federal Trade Commission (2000: 5) report on identity theft states:
'The Internet provides access to identifying information, through both
illicit and legal means. The global publication of identifying details that
previously were available only to a select few increases the potential for
misuse of that information.'

The ease with which personal information can be accessed is only one
way in which the Net has contributed towards the growth in identity
theft. Businesses have responded to the expansion of the Internet by
offering online services that provide impostors with the opportunity to
engage in fraudulent conduct 'at arms' length'. The Federal Trade
Commission has argued that this provides a sense of anonymity that
encourages fraudulent activity in individuals who would not risk
behaving in this way in person. Thus, for example, an impostor can make
an application for a loan, credit card or even a mortgage online or make
purchases using a victim's credit card details. This is surely a more
attractive option than going into shops and businesses where the fear of
detection must be felt more acutely. The opportunity to 'shop from home'
in this way enables the impostor to remain within his or her own territory
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thus eliminating the perceived sense of danger that is attached to
engaging in fraudulent transactions in person. Moreover, there may be a
sense of unreality attached to the process as all that is required to escape
from what has happened is to switch off the computer in the manner of
exiting a role-play game - what Suler (1996) calls the 'disinhibition effect'
of the Internet.

In this respect, the Internet provides a distance, both spatially and
symbolically, that enables a differentiation to be made between
transactions carried out online and the equivalent transactions in real life.
The perception that there is a lower risk of detection stems from the com-
monly held view of the Internet as an enforcement-free zone in which
there is minimal legal regulation. This may free users from the constraints
that inhibit criminal activity in real life, as there is an appearance of an
absence of accountability for one's actions. Moreover, the acceptability of
the use of pseudonyms on the Internet and the ease with which users are
able to construct multiple identities also contribute to a sense of freedom
from the constraints and conventions of everyday life. Marx (2001: 323)
considers that the relative anonymity of the Internet is a significant con-
tribution to the rise in Internet-related fraudulent activity as 'individuals
are freer to make and remake themselves than ever before'.

It would appear that opportunity is one of the key factors in explaining
the growth of identity theft combined, in escape cases, with an incentive
to fabricate engendered by the greater emphasis placed on identifiability
in today's society. Although it has been described as the 'neoteric crime of
the information technology era' (Saunders and Zucker 1999: 184), it is
clear that identity theft is not a new type of behaviour but that the
Internet has facilitated the construction of fraudulent identities by
revolutionising the information-gathering process that is the foundation
of identity theft. Ironically, Foucault's 'carceral network' of documen-
tation enmeshing the individual is in some senses subverted by the
Internet which promises the identity thief escape from his or her own
personhood and offers a plethora of  'new' identities to 'try on'. Moreover,
the Internet makes it easy to disassociate from the implications of one's
activities. This increase in the prevalence of identity theft is likely to
continue unless measures are taken to address these problems and
protect individuals from those who would misuse their identity. Two
important weapons in the war against identity theft are advances in
identification technology that may prevent theft from occurring and the
introduction of legal measures to ensure that appropriate penalties are
imposed on those who commit identity theft.
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Advances in identification technology

Fraudulent activity can place an immense financial burden on insti-
tutions and be devastating for individual victims. For example, in 1994,
the UK's Department of Social Security suffered an estimated loss of one
billion pounds to benefit fraud. On an individual level, victims of identity
theft may suffer consequences beyond financial loss such as the problems
posed by a bad credit rating or the difficulties of proving that they are not
responsible for the acts of the impostor done in their name (Marx 1990).
One solution to the problem of identity theft would be to introduce a
system of identification that can be more effectively attached to the
particular individual to whom it relates. The creation of an effective and
accurate method of identifying individuals is essential in terms of
increasing the administrative efficiency of institutions and preventing
fraud. There are three categories of identification information. First is
something that an individual has that is produced as a means of
identification such as a security pass or a passport. Secondly, something
an individual knows such as mother's maiden name or passwords. The
final category of identification is based upon the physical characteristics
of the individual. This is known as biometrics and includes such things as
fingerprints, DNA and retinal images (Davies 1994).

Forms of identification that fall into the first two categories may prove
to be unreliable and particularly amenable to fraudulent misuse.
Documents and cards can be lost and information may be forgotten,
hence inconveniencing both the individual concerned and the institution
that has to issue replacements. Documents and cards are also vulnerable
to theft or duplication. These forms of identification may be misused in a
straightforward manner, for example, the use of a stolen credit card to
purchase goods, or form the basis of a more complex fraud, such as the
use of information on a birth certificate to obtain further identification in
the victim's name as a basis for total identity theft. Equally, knowledge
can fall into the possession of others and be abused, either alone or in
conjunction with cards and documents, for example, the use of a bank
card (something one has) and a PIN number (something one knows) to
withdraw cash from the victim's bank account. Like biographical
information, PINs and credit card numbers can be found on websites that
randomly generate the sequences of numbers intended to protect
genuine credit cards.

Even though many of these forms of identification would not be
sufficient to establish a fraudulent identity in isolation, it is important
to note that 'a relatively high-integrity identity is constructed by
accumulating a collection of low-integrity evidence' (Clarke 1994: 10).
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Clarke uses the example of the pensioner who defrauded the Australian
Department of Social Security of $40,000 by exploiting the 'entry-point
paradox' using 'seed' documents to create multiple identities for the
purposes of fraudulent benefit claims. A seed document is one that
contains facts relating to a certain event but has nothing intrinsic that
associates it with a particular person. A birth certificate, for example,
contains detailed information concerning the birth of an individual but
there is nothing about it that relates it to the person using it as
identification other than an assertion that he or she is the person to whom
it relates. Copies of birth certificates are freely available to anyone who is
prepared to pay the nominal fee with no restrictions placed upon the
categories of person who may obtain a copy. It can be used to obtain
various other forms of identification (the entry-point paradox). Hence its
role as the seed from which a more complete legal identity can be grown.
Unless safeguards are developed to control the misuse of basic forms of
personal documentation and to implement more stringent checks when
these documents are used to obtain other forms of identification, this type
of abuse will continue.

Advances in technology have enabled institutions using documentary
and knowledge-based identification systems to overcome some of these
pitfalls. In particular, plastic cards have an increased capacity to store
information that may make it easier to detect misuse and can carry
images of the authorised user and even thumb-print identification. Card
readers are able to make speedy checks to ensure that cards that are
presented have not been reported stolen, and faster communications
systems ensure that records of stolen cards are updated far more fre-
quently than has previously been possible. However, just as advances in
technology have assisted organisations to combat fraud, criminals have
also gained the benefits of relatively low-priced sophisticated equipment
that facilitates the production of high-quality duplicates (Carroll 1991).
Even the standard of equipment that is readily available in many homes
and offices can be used to make convincing duplicates of documents and
cards by those with relatively limited technological expertise (Davies
1994). As such, technological advances could be said simultaneously to
prevent and facilitate fraudulent behaviour.

It would appear that documents, cards and knowledge-based methods
of identification are inherently vulnerable to abuse. Biometric systems
avoid many of the problems encountered by these other methods of
identification as they are inherently linked to a particular individual and
are extremely difficult to reproduce. But what are biometrics?
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The term 'biometrics' is used to refer to any and all of a variety of
identification techniques which are based on some physical and
difficult-to-alienate characteristic. They are sometimes referred to as
'positive identification' because they are claimed to provide greater
confidence that the identification is accurate.

(Clarke 1994:11)

Biometrics are based upon some physical attribute that is (usually)
unique to the individual and which, as such, cannot be removed and
misused by an impostor. The most frequently used form of biometric
identification is fingerprinting. This has been used to fix identity on
offenders since the end of the nineteenth century and has come to be used
more recently by some countries for the purposes of controlling im-
migration (Torpey 2000). Computer systems that store and recognise
fingerprints have made the process of identification faster and more
certain with one Japanese system claiming to be able to match finger-
prints in one second with a 99.9 per cent accuracy rate. But despite the
clear potential for the expansion of the use of fingerprints as a means of
identification, there is a general reluctance to extend their use for more
general identification purposes, possibly due to the connotations of
criminality (Clarke 1994).

Among other forms of biometrics being developed with personal
identification in mind is hand geometry, a technique used to process
frequent travellers to the USA using a system known as INPASS
(Immigration and Naturalisation Service Passenger Accelerated Service
System). It is a voluntary scheme that allows participants to bypass usual
airport procedures thereby reducing processing time to a mere 20
seconds. Participants are required to establish their identity in order to
register for this scheme. The palm of the hand is scanned and the image is
stored on a smart card. At the airport, the passenger inserts the card into a
terminal and places his or her hand on a scanner that compares this with
the image stored upon the card. The system has a high accuracy rating
and has the potential to be implemented in a range of other situations in
which there is a need for a fast and reliable means of establishing identity.

Any system that links identifying information irretrievably with a
particular individual has clear benefits for eliminating identity theft.
Biometrics are, by and large, unique to an individual. Hence the potential
for abuse would appear to be minimal. However, the reliability of any
system of identification based upon biometrics could be thwarted by the
weaknesses of a registration system based upon documentary identifi-
cation. As has been outlined earlier, a collection of low-integrity forms of
identification can be used to establish a convincing fraudulent legal
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identity and unless stringent checks are made there would appear to be
little to prevent an impostor registering for a scheme such as INPASS that
has the appearance of being a wholly reliable means of ascertaining
identity. In this way, the weaknesses of low-integrity identification
systems are inherited by high-integrity systems, and their apparent
infallibility is undermined and eroded.

That said, biometrics have clear advantages over alternative systems
of identification in that they appear to be incapable of being mis-
appropriated by impostors as they are linked to a single individual. There
is little scope for multiple users of the same biometric identity. Hence
such a system has much to offer in terms of reducing the prevalence of
identity theft. However, there are also significant disadvantages that
require consideration. First, such schemes are expensive to develop and
implement. This should not pose a serious impediment to their use due to
the potentially immense financial benefits of reducing fraud but it is none
the less important to appreciate that the costs of introducing these
systems may prove to be prohibitive for smaller organisations. However,
the potential for 'function creep', whereby forms of identification are
adopted for a variety of originally unplanned purposes, is a more
pressing cause for concern. As Davies (1994) acknowledges, the existence
of a relatively high-integrity scheme might create irresistible temptations
on the part of authorities to apply it widely, and inter-relate many
hitherto separate collections of personal information. This can be
illustrated by reference to the multiplicity of roles that have developed
for the social security number in a range of jurisdictions where it is used
in connection with taxation, welfare benefit, person entitlement, health
care provision, access to education, financial services and even vehicle
registration (Clarke 1994). It seems likely that the introduction of a
seemingly unassailable biometric identification system could soon be
adopted by a range of institutions until it became the default means of
establishing identification.

One problem with this is that a system that has the appearance of
providing a determinative means of establishing identity may engender a
confidence that is not justified. For example, despite the reverence with
which the social security number is viewed as a means of identification in
the USA, it is estimated that 4.2 million people have managed to acquire
alternative numbers. A system of biometric identification must be based
upon a reliable registration system that is subject to stringent scrutiny in
order to ensure that the potential for fraudulent abuse is minimised. It has
been suggested that the most reliable system of identification would be
compulsory DNA registration, which would create a foundation for legal
identity that is unique to the individual and which would be immune
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from replication or adoption by an impostor. Specially developed equip-
ment has increased the speed of DNA testing in recent years and it is
likely that portable testing equipment for use at crime scenes is a
possibility in the relatively near future. But despite the fact that DNA
provides a unique identifier that cannot be transferred between
individuals, it would appear that it has no role in combating identity theft
because research has failed to establish an effective way in which DNA
could be incorporated into a form of personal identification for everyday
use. Moreover, public opinion views the introduction of a national DNA
database with suspicion, at least outside the criminal justice arena. This is
because DNA does more than establish identity; it provides a complete
genetic profile that can identify up to 400 diseases, legitimacy at birth,
etc., and there is a growing body of research claiming that specific genes
can predict future substance addiction, sexual orientation, and criminal
and violent tendencies. As such, a system of identification based upon
DNA profiling could lead to the stratification of society, creating a Brave
New World based upon genetic elitism that would exacerbate the
exclusionary impact of an unavoidable system of identification. At the
risk of combining dystopias, such a system would also engender op-
position as it would risk giving the state a Big Brother-esque omniscience
by facilitating the creation of a unified and comprehensive database of
information about individuals that is linked to public fears concerning
the creation of an Orwellian surveillance state. The extent of public
opposition to a state-controlled multipurpose identification scheme is
accepted as one of the greatest impediments to the introduction of the
fully cross-referenced and rigorously validated system of identification
that would be necessary to eliminate identity theft (Clarke 1994; Davies
1994; Marx 2001). Therefore, while DNA profiling remains an invaluable
tool in the identification of offenders, it is unlikely to expand beyond that
into everyday use, at least in the near future (Safir and Reinharz 2000).

One theme that has emerged during the course of this chapter con-
cerns the irreconcilable interests that are at stake within the identity
discourse. In order to eliminate identity theft, it would be necessary to
reconstruct the whole system of identification that is currently in
existence. Not only would this be a lengthy, complex and expensive pro-
cedure, it would also have unpleasant consequences for individuals who,
for whatever reason, feel compromised by some aspect of their legal
identity. It is important not to overlook the dichotomy that exists within
identity theft in terms of motivation. While society may wish to detect
and punish those who engage in fraudulent behaviour, there are also
those who have resorted to identity theft in order to escape some aspect of
their own identity with which they no longer wish to be associated. The
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creation of a widespread and reliable system of identification would
increase the pressure on such individuals and force them to choose
between disclosure/exposure and exclusion. Moreover, there is evidence
to suggest that there would be widespread public opposition to the
concentration of personal information in a single system of identification
that would be controlled by the state. If the strengthening of the system of
identification is not the solution, it may be that the answer to the
problems of identity are to be found within the criminal justice system.

The legal response to identity theft

In response to concerns about the growth of identity theft, the Identity
Theft and Assumption Deterrence Act 1998 was introduced in the USA.
The objectives of this statute were threefold: to ensure that the indi-
viduals whose identities were misused were viewed as the primary
victims of identity theft; to establish more stringent penalties for
offenders; and to empower the Federal Trade Commission to introduce
procedures for educating the public, receiving complaints and co-
ordinating the enforcement of the law. This tripartite attack on identity
theft provides a cohesive response to the problem and has been generally
well received as a significant improvement in the law (Saunders and
Zucker 1999; Buba 2000). However, one limitation to the scope of the legal
protection available in the USA is that the offence of identity theft is only
established if it is carried out with the intention of engaging in unlawful
activity. It is likely that this excludes escape cases from the remit of the
law as such cases would lack the requisite criminal intention. The issue of
whether escape cases and criminal identity theft are equally morally
reprehensible is a complex one that is outside the scope of this chapter.
However, the differing motivations may be of little relevance to the
victim of identity theft who has to deal with the inconvenience of
reclaiming his or her identity.

Notwithstanding this lacuna, it is clear that legal protection in the USA
is vastly superior to that of the English criminal justice system where
identity theft is as yet unrecognised as a distinct criminal offence. The
offences contained in the Theft Act 1968 are unlikely to cover identity
theft per se although there are a number of offences that would en-
compass fraudulent activity using another's identity, such as obtaining
property by deception (s. 15) or obtaining a pecuniary advantage by
deception (s. 16). The difficulty of this position is that the law does not
focus on the misuse of the identity but on the financial consequences of
this misuse. Therefore, if the individual has not carried the financial loss
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of the fraudulent transactions, he or she has no status as a victim in
criminal law. This fragmentation of identity theft into a series of com-
posite transactions overlooks the harm that can accrue to an individual as
a result of the misuse of his or her identity even if it does not involve
direct financial loss. The exclusive focus on the pecuniary elements of the
conduct also impacts upon the level of penalty that is likely to be imposed
on conviction as the seriousness of the conduct is measured in monetary
terms. Again, this is different from the position in the USA where the
quantum of loss is only one of the factors to be taken into account when
determining the severity of the crime for sentencing purposes. Other
factors that are considered relevant are the level of planning involved, the
level of sophistication of the role of the perpetrator, the number of victims
and, crucially, the susceptibility and status of the victim. Although the
provisions of the Theft Act 1968 can be used to address certain manifes-
tations of the problem, the absence of a specific offence of identity theft
that recognises the impact of the conduct on the individual whose
identity is misappropriated is a significant weakness in English law.
However, the absence of any recognition of the harm caused, both
individually and to society in general, of identity theft suggests that any
amendment to the law may be far into the future.

Conclusion

This chapter has outlined the various manifestations of conduct that has
come to be labelled identity theft and has explored several explanations
that could account for its increase in today's society. It has been suggested
that the ease with which it is possible to obtain various forms of
identification in another's name has played a significant role in the rising
crime of identity theft. In particular, it has been argued that the expansion
of the use of the Internet has led to virtually unrestricted access to
personal information about other people as well as providing increased
opportunities to engage in fraudulent behaviour. This chapter has not
sought to engage with the debate regarding the regulation of the Internet
(see Chapter 2, this volume), preferring to argue that it may be
appropriate to consider placing limitations on the availability of personal
information about individuals regardless of their source. However, any
privacy-based argument is liable to be countered by an equally com-
pelling assertion based upon the need for the free flow of information in a
democratic society, hence illustrating the competing interests that
underpin any discussion of identity theft. Suffice it to say that a continued
escalation of identity theft may ultimately necessitate a thorough re-
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evaluation of the way in which access to personal information used for
identification purposes is organised and controlled.

As has been seen, identity theft may also be committed so that an
individual can escape his or her own legal identity and adopt another that
enables him or her to have a fresh start unencumbered by some
troublesome element of his or her past. This type of identity theft has
received very little attention in the existing literature. It creates an
anomalous situation in which any measures introduced to limit the
adoption of another's identity actually increase the pressure on
individuals who wish to abandon their own legal identity. This situation
is a cause for concern as one way in which identity theft could be reduced
is by the introduction of a more stringent system of identification that
cannot easily be misappropriated by others. However, such a system
would place increased pressure on those with spoiled identities and
might ultimately lead to their exclusion from a range of social activities
and benefits. The ubiquitous requirement of identifiability has created
this tension and raises further questions concerning the individual's right
to privacy that need to be addressed in a broader social context.

The chapter concludes by considering the legislative approach to
identity theft in the USA and comparing that with the position in the
English criminal justice system. Although the creation of a specific
criminal offence to address identity theft appears to be a positive
measure, it is likely that a criminal law response would not suffice in
isolation to address the problem. Institutions engaging in financial
transactions, especially Internet transactions, need to become more aware
of the dangers of identity theft and may have to question the validity of
identification that is presented to them. Individuals need to become more
aware of the risk of identity theft and require education that would
enable them to adopt sensible security precautions to protect their
personal information. Until such a time as measures are taken to address
identity theft in the UK, it appears that there is little to prevent an
unscrupulous individual accumulating debt or even committing murder
while claiming to be you!
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