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Products attractive to thieves, such as cars and VCRs, are said to go through a life
cycle of vulnerability such that risks are highest when the products, are heavily in
demand among consumer s but before security measures have been retrofitted. This
paper suggeststhat the life-cycle hypothesis might also apply to new modes of service
delivery such asautomated teller machines (ATMs). Following abrief history of ATMs
in the United States, case studies are presented of the effectiveness of legislation
establishing security standards for ATM facilitiesin New York City and Los Angeles.
Substantial decreases in ATM robberies were found without any evidence of
displacement. Implications for government and industry are discussed.
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Introduction

An important idea in the literature on criminogenic products is that 'hot products—those that
are attractive to thieves’—go through a life cycle of vulnerability. At first, these products attract
little theft because they are unfamiliar and relatively unavailable. As their popularity among
consumers grows, thieves become attracted to them for personal use or for resale. Subsequently,
they become widely available and relatively inexpensive, and their attractiveness for theft declines.
Gould and his colleagues first put forward this ideato explain trendsin car theft in industrialized
societies.®* More recently, Felson has identified four successive phases in the life cycle of
vulnerability: innovation, growth, mass market, and saturation.*

One variant of the life-cycle hypothesis emphasizes the role played by prevention in reducing
product vulnerability in the later stages of the cycle. Thus, Home Office researchers in the UK
have argued that ‘crime harvests® resulting from the sometimes hasty introduction of criminogenic
products are diminished by retrofitting crime prevention measures.® While this idea has been
discussed primarily in the context of consumer products, such as TV's, VCRs and mobile phones,
it may also apply to some modes of service and product delivery—such as the automated teller
machine (ATM), the focus of the present paper.” In this case, the problem was robbery, not of the
ATMs, but of customers making use of them. While ATMs were firgt introduced in the United
Statesin the 1970s, it was not until the mid-1980s that robberies of ATM users became asignificant
problem. And it was not until the beginning of the 1990s that widespread retrofitting of preventive
measures was undertaken. This fits the pattern of new target —> crime harvest —» retrofit
solution; inthis paper we describe that pattern in detail, and then present two case studies eva uating
the effectiveness of measures implemented in two US cities—Los Angeles and New York—in
preventing ATM robberies.
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The product life cycle of ATMs

In the 1970s, the banking industry in the United States turned to the use of ATMs to reduce costs®
and to expand service to customers through enabling 24-hour access to cash. Since their
introduction, ATMs have been developed to serve a much wider variety of functions besides
dispensing cash. They can be used to deposit money, transfer funds between accounts, obtain
balance or transaction information, and apply for credit cards. More recently, they have even
been proposed as a method of distributing welfare funds.’

At the sametime, ATMs have found homes not only in banks, but aso in shopping malls, airports,
stadiums, police stations, convenience stores, gas stations, parking lots, apartment buildings,
school campuses, movietheatres, bars, casinos and other places where people gather. Considerable
variety now exists in the types of ATM available for customer use. Many are placed on the
outside wall of abuilding, often abank. Some are self-contained units standing free in a corner or
along a corridor in a mall, a hotel or some other large facility. In many cases, they have been
given their own rooms, such as in the entryways to bank lobbies. Still others are positioned as
drive-up units allowing customers to pull up alongside without getting out of their vehicle.

Thefirst ATM was brought into use in the United States in 1971, in Vadosta, Georgia (see Figure
1), and by 1974 some 3000 such machines werein operation. Consstent with Felson's 'innovation'
stage, there was little evidence of security concerns at this time. The machines tended to be
located in more affluent neighborhoods, and relatively few people used them. Consequently,
only a few criminals had learned to take advantage of the opportunities for robbery that they
provided.

In the late 1970s, ATMs moved into Felson's 'growth’ and 'mass marketing' stages, and by 1982
there were approximately 35,000 teller machines in operation.® By then, robberies had begun to
increase, and the banking industry had begun to recognize the need for improved security at
ATMs™ By 1983, aleading banking association acknowledged the need for a technical manual
on ATM security, and published a guidebook for the banking industry on the prevention of ATM
crime.*? Stemming from the increase in robberies, civil litigation holding banks liable for
insufficient security also began to increase.

In 1986, the Bank Administration Institute (BAI) and the American Bankers Association (ABA)
assembled atask force with the explicit purpose of studying the nature and prevalence of crime at
ATMs. The task force released findings from surveys of ATM crime conducted in 1987 and 1989
indicating alow rate of victimization—one in every 3.5 million transactions. However, the rate
of civil litigation resulting from such attacks increased rapidly, from just one per cent of incidents
in 1987 to 11 per cent by 1989.% By the early 1990s, trial lawyers identified ATM attacks as one
of five major growth areas for litigation in the United States.™ In 1991, a monthly bulletin, the
ATM Crime & Security Newsletter, was established to cover crime at ATMs; aconsistent portion
of its coverage was devoted to areview of litigation cases.™®

Despite the growing number of robberies and the increase in litigation, banks made few determined
efforts to implement uniform security measures at their ATM facilities. Rather, it was state and
city governments, specificaly in Cdifornia and New York, which took the lead in seeking to
improve ATM security in the early 1990s. Over the remainder of the decade several other states
and local jurisdictions throughout the United States followed the same course by establishing
their own ATM security reguirements (see Figure 1).

While the prevalence of crime has remained low in relation to the number of transactions, the
sheer number of transactions, and the opportunities for robbery and other crime that they present,
has meant that ATM crime is no longer rare. The incidents aso tend to attract media attention,
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especialy when victims are prominent (see below). In addition, media commentry on the crimes
has been tinged with criticisms of the banks, which are charged with investing heavily in ATM
facilitiesto increase profits while failing to invest the necessary resources to ensure customer safety.
For these various reasons, dealing with ATM crimes has remained high on the public agenda

Thereislittle indication yet that ATMs have moved into the 'saturation’ stage. The growth in the
number of ATMs shows no sign of slowing. According to American Bankers Association figures
by 1991 an annual total of 6.4 billion transactions were processed at 83,000 ATM terminals. In
1995, the number grew to over 9.5 hillion transactions at amost 123,000 terminals. By 2000
there were 273,000 terminals hosting over 13 hillion transactions, and the number of ATM sites
is expected to continue to grow by 15 per cent through the year 2003."” There are also plans to
introduce an entire new generation of ATM networks having online Internet capabilities, offering
awhole new array of service possibilities.’®

Even if ATMs were to reach saturation, it seems unlikely that this alone would lead to adecline
in ATM robberies and other crimes. The criminal demand for cash, unlike that for TVsor VCRs,
is never likely to diminish—at least not until we become a ‘cashless’ society. However, it is
possible that retrofitting of security to ATM facilities could help put an end to the crime harvest
they have produced. In the next section of the paper, we examine the effectiveness of mandated
security measures at ATM facilities in New York and Los Angeles.

ATM security in New York City

The shooting of a Manhattan Assistant Digtrict Attorney a an ATM in Brooklyn and the murder
of a police officer who was attempting to intervene in a midtown Manhattan ATM robbery led to
ainquiry into the security of ATMsin New York. At the request of the City Council, the Office of
Legidative Oversight and Investigation conducted a fecilities survey of ATMs throughout the
city's five boroughs.® ATMs at 231 sites were surveyed, which, at the time, represented one*
third of el ATMs operating during daytime-only hours. The report found that security varied
widely among sites. Of the interior ATMs surveyed. 37 per cent posted signs with safety
information; 33 per cent maintained a security camera; 26 per cent had broken or faulty door
locks; 10 per cent had security personnel; and six per cent provided elevated mirrors allowing
customers aview behind them. Accessto ATM facilities was open to anyone with acard containing
amagnetic strip, not just to those with an ATM bankcard.

According to the EFT Report, New York bankers were stunned to learn of these findings at the
first public hearing on the matter.?® By the second hearing, banking leaders assembled
representation to oppose the bill on ATM security but were reported to have succeeded only in
'further polarized relations between bankers and the council'. In particular, bankers submitted
that it was too expensive to limit access to inside ATM facilities only to those with a bankcard.
Infuriated with this response, Council members further strengthened the requirements of the bill
on two separate occasions. The bankers representatives threatened to challenge the Council's
authority to impose regulation on the banking industry given that the industry was aready
operating under federal regulations. This was said by one Council member to have been the
final straw', and incensed Council members proceeded to enact the most costly ATM security
package yet mandated.?

The result was an administrative code, listed as Locd Law 70 of 1992, that required all banks
maintaining an ATM facility in New York City to provide a series of security measures, summarized
in Table 1. The law took effect 180 days after its enactment, and established fines ranging from
$500 to $2000 for any bank found in violation of any of the security provisions.™
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Table |. Summary of ATM security provisions in New York City and Los Angeles

Security measures New York City Los Angeles
Enclosed ATM vestibule with secured entry door v

Increased lighting v v
Transpareni windows in facility enclostre v

Elevated mirrors for users v vv
Reduced vegetation near machine v
Surveillance cameras v vv
Safety reminders to users v v
Security provisions notice to potential offenders v
Crime assessment prior 10 ATM installation v
Security guard personnel v

Reduced ATM operational hours based on temporal

cme patterns in arca vv

¢ Required by legislation.
v v Not required under legislation, but commonly implemented at bank’s volition.
* Required only during non-banking hours for ATMs located inside bank buildings open for customer use.

Full compliance with the security provisions was not reached until 1993, but as shown in Table 2
the number of ATM robberies began to decline in New York City from 199] (the year in which
public attention became focused on the problem).> Overall, the decline in ATM robberies was
78 per cent, from 380 to 82. According to a simple regression of robberies on time this drop was
highly significant (t = -9.624, df = 8, p < 0.001).

Table 2. ATM and all robberies in New York City, 192199 (indexed to 100)

ATM robberies Al NY robberies ATM rubberies ATM robberies
Year per ATM facility*  per transaction®*
1991 380 (100} 98.512 (100} 458 (100} 59 (100)
1992 278 (73} 91,239  (93) 299 (65} 39 (06}
1993 4 (B 86001 (87 295 (&) 38 (64
1994 252 {66) 72,540  (74) 223 (49 29 @9
1995 193 (610 59,280 (60 157 (34) 20 (34
1996 217 (57 49670  (50) 150 {33} 23N
1997 136 (36) 44707 (45) 82 (s 13 (22
1998 127 {33) 39,357 (40) 68 {15} 12 (20)
1999 82 (22 36,099 (37) 36 (8} T2

Source: New York City Police Department.
*  Per 100,000 estimated ATM facilities. Based on national estimates.
** Par one billion estirnated ATM transactions. Based on national estimates.
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Interpretation of thisresult is complicated by two opposing factors. Thefirst isthe general decline
in crime occurring in New York City at that time,® which should have resuited in areduction in
ATM robberies, and the second is the large increase in ATM facilities over the period, which
would have increased the opportunities for robbery and thus the numbers of robberies.

Concerning the general drop in crime, Table 2 shows that the overall numbers of robberies
in New York City also declined markedly (by about 63 percent) between 1991 and 2000
(t =-14.796, df = 8, p < 0.001). This decrease is not significantly different from the decline in
robberies at ATM facilities (z = -0.158)," but when account is taken of the increase in ATM
facilities over the same period (see Table 2)* the difference in the declines just reaches significance
(z=-1.447, p=0.10, onetailed test).”” These data suggest that the preventive measuresintroduced
under Local Law 70 did achieve some reduction in ATM robberies.

ATM security in Los Angeles

In 1991 the State of California enacted law AB244, which laid down security standards for all
ATM owners and operators within the state (see Table 1 for a summary). In addition, the law
required bank security personnel to make good-faith efforts to remedy security weaknesses after
an incident had occurred at an existing ATM site. For example, the teller machine may be moved
from behind the building to the front where it receives more surveillance or may be moved from
outside to inside an entry way. Law AB244 required any new ATM facility coming into operation
after 1 st July 1991 to meet these requirements. For ATM facilitiesthat were aready in existence,
compliance was required by no later than 1g July 1993.

Most banks have gone beyond the requirements of the law and have implemented other measures.®
In addition tothe measures listed in Table 1, they have aso sought to increase customer awareness
of security precautions by distributing safety information in statement stuffers, by posting
precautions at ATM sites, and by providing brochures beyond the requirements of AB244. They
have also established reward hotlines for tips leading to the arrest of suspects involved in an
ATM-related crime.

To evauate the effectiveness of bill AB244, data from the City of Los Angeles on ATM crimes
were obtained for 1992 (N = 211) through the end of 2000 (N = 67). These figures include
incidents of rape, attempted and completed robbery, attempted and completed burglary, petty and
grand theft, motor vehicle theft and incidents of domestic violence. The most frequent crimes
reported at ATM facilities were robberies and attempted robberies (N = 646), which comprised
nearly half of dl incidents during this time period. Table 3 showstrend data for al ATM crimes
and ATM robberies. Both indices show sharp declines after the compliance deadline of 1993. By
2000 there was a 68 per cent decrease in dl crimes compared to 1992 (t =-2.659, df = 8, p < 0.05),
while attempted and completed robberies dropped by 88 per cent during this same period
(t =-6.484, df = 8, p< 0.001).

Once again, interpretation of these trends is complicated by the same factors encountered in New
York City: crime was decreasing throughout the period, while at the same time ATM use was
increasing. Concerning the former, Table 3 provides data for al robberies during this same nine-
year period. In 2000, al city robberies bad declined by 68 per cent compared to their level in
1992 (t =-17.991, df = 8, p < 0.001). This decline is not significantly different from the decline
in robberies a ATM machines during the same period (z = -1.164, not significant), but when
account istaken of the increase in ATM facilities (see Table 3), the difference in the declines just
reaches significance (z = -1.346, p = 0.10, one tailed test). Asfor New York City, these data
suggest that the improved ATM security was effective in reducing robberies at these machines.
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Table 3. ATM crimes and robberies in Los Angeles, 1992-2000 (indexed to 100)

ATM robberies* ATM

All ATM ATM All LA per ATM robberies* per
Y ear Crime robberies* robberies facility** transaction***
1992 211 (100) 152 (100) 39,451 (100) 163 (100) 21(100)
1993 233 (110) 154 (101) 39,222 (97) 150 (92) 19 (90)
1994 163 (77) 72 (47) 38,183 (78) 64 (39) 8 (38)
1995 126  (60) 73 (48) 30,622 (73) 59 (36) 8 (398)
1996 274 (130)**** 77 (51) 28,807 (64) 53 (33) 8 (398)
1997 93 (44) 4 (27) 25,010 (52) 25 (15) 4 (19)
1998 116 (55) 39 (26) 20,327 (40) 21 (13) 4 (19
1999 97 (46) 20 (B3 15623 (36) 9 (6) 2 (10
2000 67 (32 18 (12 14185 (32) 7 @ 1 (5

Source: Public Affairs Unit and Crime Statistics, Los Angeles Police Department.
* Figures include actual and attempted robberies.

**  Per 100,000 estimated ATM facilities. Based on national estimates.

***  Per one hillion estimated ATM transactions. Based on national estimates.

**x* The gpike in all ATM-related crime occurring in 1996 was due to an organized ring of ATM burglars
who would gain access to money by tying cables to ATMs and pulling them off the wall. In 1996 there
were 119 burglaries compared to two the previous year and only eight in 1997.

Displacement

Any successful introduction of situational crime prevention, as in the case of the ATM security
provisions, raises the possibility that the crime reductions obtained will be dissipated through
displacement. However, as shown above, overall robbery rates declined during the nine-year
period in both New York and Los Angeles. While ATM robberies comprise only asmall proportion
of dl robberies, this suggests that the implementation of ATM security measures did not resultin
displacement to other kinds of robberies.

Perhaps a more appropriate test of displacement in the present case would be to focus only on
bank robberies. These often involve lone offenders, many of whom are drug addicts. The robberies
are not especially well planned and may net rather modest amounts of cash for offenders. In these
respects, they may be little different from ATM robberies and might therefore provide a likely
avenue for displacement.

Data for bank robberies were available for Los Angeles, but not for New York. Table 4 presents
the yearly percentage changes occurring in the number of bank robberies and ATM robberiesin
Los Angeles. For the years 1992 through 2000, the two forms of robbery either increased or
decreased in paralel, with the exception of 1993 when ATM robberies increased (by 14 per
cent) and bank robberies decreased (by 32 per cent). In other words, trends for both kinds of
robberies did not differ significantly (z = 0.743), nor did this picture change when ATM robbery
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rates were expressed per facilities or transactions and bank robbery rates were expressed per
number of branches." This lack of evidence of displacement in the present study is consistent
with many other evaluations of situational prevention measures®

Table 4. Yeariy percentage change in ATM and bank robberies
in Los Angeles, 1992-2000

Year ATM robberies (% change) Bank robberies (% change)
1992 152 (52.0) 1075 (12.0)

1993 154 (.4 732 {-32.0)

1994 72 (-54.0) 443 (-39.0)

1995 73 (L4) 442 ()]

1996 7 (3.5) 451 2.0

1997 41 (-47.0) 303 (330

1998 39 (<50 182  (-40.0)

1999 20 (4900 156 {-14.0)

2000 18 (-10.0» 150 (-4.0}

Source: Public Affairs Unit and Crime Statistics, Los Angeles Police Department.

Conclusions

When crime rates are declining, it is difficult to know whether specific crime prevention measures
are working, since any observed reductions in crime might be due to the general fal rather than
to the measures taken. In this case, the reductions in ATM robberies in both New York and Los
Angeles were significantly greater than the overal fals in robbery in each city, at least when
account is taken of the considerable increase in opportunities for ATM robberies provided by the
increase of ATM facilities during the period under study. Despite various limitations of data and
small inconsistencies in the findings® these facts taken together suggest that the situational
measures mandated in both cities were effective in reducing ATM robberies.

The present study is therefore one more example of the successful application of situational
crime prevention® and, moreover, provides additional evidence of what has been described as
the ‘anticipatory benefits sometimes resulting from the introduction of such measures:® a
decline in ATM robberies was evident in New York City even before the measures mandated
by Local Law 70 of 1992 were brought into effect. This could have been the result of the
acrimony surrounding their introduction by the City Council, which attracted considerable
loca media coverage. Loca robbers might have been aware that security was being tightened
without being aware of precisely the measures being taken or when they were to take effect. In
Los Angeles, on the other hand, there was no evidence of any anticipatory benefits of the
regulations introduced, but these attracted much less media attention because they were
relatively uncontroversial and were introduced by the state rather than by local politicians.
Robbersin Los Angeles might therefore have been less aware that security was being tightened
a ATM machines.
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The study also confirms that the product life-cycle hypothesis may be as relevant to service
delivery products as to consumer products. The ‘crime harvest' resulting from the introduction
of ATMs was diminished by retrofitting of preventive measures. The implications for avoiding
crime harvests through anticipating and designing out crime vulnerabilities therefore gpply equally
to new service delivery products as to 'hot products—those consumer items attractive to thieves.
Incorporating security in theinitia product design might avoid many crimes, and might be cheaper
than later retrofitting, particularly when product ligbility settlements are figured into the
calculations. For certain service delivery products, such as ATMs and bankcards, where cash is
the thief's reward, it may be particularly important to take pre-emptive measures. Unlike consumer
products, these products are never likely to reach the 'saturation’ stage, when they become so
widely available as to lose their attractionsin the crimina market place.

On the other hand, it could be argued that changes in technology often result in the obsolescence
of service delivery products, thus bringing about a natural end to the crime harvests they facilitate.
A casein point might be analog wireless phones. These were much easier to clone than the digital
models that soon replaced them.™ If this obsolescence occurs with any frequency and regularity,
it could be a waste of resources to invest in prevention, particularly for service products with a
short life cycle. Even in the case of ATMS, it might be argued that investing in crime prevention
would be uneconomic. Judged by the low rates of robbery per transaction, the crime harvest has
not been bountiful, and the machines might soon be superseded by electronic point-of-sale (EPOS)
terminals at grocery and other stores, which permit customers to withdraw cash. However, there
is no indication that ATMs will fdl out of use in the near future, even though EPOS cash
withdrawals are growing fagt. In fact, the case for postponing preventive action because of possible
obsolescenceisredly acasefor introducing prevention from the beginning. The costs of the measures
can then be written-off over the whole of the product's useful life, not just in its find stages.

Finally, the present study holds some lessons for governments seeking to reduce crime harvests
and for the affected industries. Recognition of the fact that industry leaders will resist taking
crime prevention measures for the good of society when these measures will aso reduce their
profits should prepare government negotiators for along and difficult process. They may need to
make quite sophisticated use of data to build their case. They may need to build public support
through judicious use of the media. Finally, they must anticipate that their legidative authority
may have to be employed in order to reach their ends.

For industry, recognition of governmental authority and the need to devel op good working relations
with government officials might achieve compromise over the nature and extent of security
regulation. In the case of New York City it seems that the Council's imposition of stringent
security requirements at ATMs was as much a response to banking industry opposition as the
extent of ATM victimization. Cognizant of this danger, industry representatives may further
reduce monetary expense through finding middle ground in terms of security interventions that
serve both the interest of government in protecting citizens and of industry in maximizing profit.
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